DR.BoB DAviDOV

MocTpoeHue nokanbLHOW ceTH ¢ BbIxoaoM B UHTepHeT

ILlenv pabomal. 0CBOCHYVIC TTPABIII IOCTPOCHUS JIOKATBHON CETH.
3aoaua padomul. IOCTPOCHHUE TOKATHHOU CETH C BRIXOA0M B MHTEpHET.

Ipuébopwt u npunaonexcnocmu’ J|Ba nepcoHaNbHBIX KOMIbIOTEpa ¢ ceTeBbiME KapTamu, Wi-Fi
ajanTepaMu, ceTeBoi kadenb (“kpoccosep”).

OBIIME CBEJIEHUA

KAK ITIOJKJIFOYUTD CETh K UHTEPHET.

YroObl 110001 KOMIBIOTEP (M BUPTYaJbHBIN TOXKE) JOMAIIHEH ceTd, uMmell noctyn B VHTepHer,
HeoOoxomum DNS-cepsep u mapmpyruzarop s atoii cetu. DNS<cepBep Tpancimpyer qoMeHHBIE
uMeHa B peanbHble IP agpeca. A MapuipyTuszaTtop mepechlUIaeT NakeThl M3 JIOKAJIBbHOW CETH BO
BHEIIHIOK CETh - IHTEpHET.

Ipumeyanue. MapmpyTuzaTop 3TO pyccKOe Ha3BaHUE poyTepa.

B Hnrteprer kommnbroTep BbxomuT dyepe3 DNS cepBep m mapmipyrnszarop KOTOpble HaXOIATCS B
ceTH mpoBaiiepa. MOXXHO HECKOJIBKMM KOMIIbIOTEpaM oOecneunTh BbIXOJ B MHTepHeT dyepes
pecypcel TpoBaifiepa HO Ui STOTO HEOOXOAMMO 3aKIIOYUTh COOTBETCTBYIOIIMM JOTOBOP C
npoBaiigepoM. UToObl MCHOIB30BaTh TOJIBKO OJHO MOJKIIOYEHHE K MpPOBailepy AJs BBIXOJAa B
WHTepHeT HECKONBKUX KOMIIBIOTEPOB HEOOXOAMMO MMETh CBOM COOCTBEHHBIM MapLIPyTHU3aTop C
IBYMsSI CETEeBBIMH HWHTepdeiicaMu — OJWH TOAKIIOYEHHBIH K CETH MpoBaiifepa, BTOPOH - K
JIOKaJbHOM ceTH. B 3TOM ciydae mpoBailiep BUAWT TOJBKO Hall MapIIpyTH3aTOp, a CTPYKTypa
JIOKaJIbHOM CETH JUJISl HETO 3aKPBITA.

B KkauecTBe MapiIpyTH3aTOpa MOXKET HCIOJIb30BaThCS TOTOBOE YCTpO#cTBO (poyTrep) wWiu
KOMIBIOTEP C HACTPOCHHBIMH COOTBETCTBYIOIIUMH CITY)KOaMH.

l'oToBBIli poyTep xopoil ajsi HEOONBIIMX CETed TeM, YTO OYeHb JErOK B HACTPOHMKE M CTOUT
HAMHOTO JeUIeBie OTAEIBHOrOo KommbioTepa. Jias cereir KoTtopbiM TpeOyeTcss Oosnblias
MPOU3BOIUTEIBHOCTh HEOOXOUM OT/ICIIBHBIH cepBep, HarpumMep Ha Linux / Unix.

KoMImbroTepsl, MOIKIIOUEHHBIC K OJHOW JIOKAJIhHOW CETH, JOJDKHBI MMETh OJIHY U Ty e MacKy
(manpumep, 255.255.255.0)rorna kak |P-aapec y kaxmoro KomIbioTepa IO0/DKEH OBITh CBOW,
HampuMep, ajapec MOXKeT UMeTh cheayrommii Bua: 192.168.xx, rne x - mudpa ot 0 mo 254.
OnTuMalibHasl TIOCJICIOBATEIEHOCTh MCIOIB30BaHUS aJPECOB YIS MOJKIIOYCHHSI KOMITBIOTEPOB -
192.168.0.1, 192.168.012r.1.

Ipumeuanue: He ucnons3yiite |P-agpec 127.0.0.1;r.x. mpu oOpamieHnn K HeMy BBl (PaKTHUECKH
oOparaerech K CBOEMY KOMITBIOTEPY. DTO TaK Ha3bIBAEMBbIN "agpec-neTis .

IMpumep cern mokasan Ha Puc. 1. Jlomammss cers — 192.168.1.0/255.255.255.®oyrep —
192.168.1.1, Beictymaer DNS-cepepom m mapmpyruzatopom cetu. Ilapamerper HMuTepHer,
KOTOpBIE JIaJl TpOBaiifiep, HACTPauBalOTCS BHYTpU poyrepa. OHU 3aBHCAT OT IMpOBaiifepa W THIa
MO IKJTFOUEHUSI. A Y BCeX KOMITBIOTEPOB JIOKAJIBHOW CETH OHU OyIyT OJTMHAKOBBIMH:



« IPanpec - 192.168.1.2-254

« Macka noacetu — 255.255.255.0
- DNS-192.168.1.1

« [mro3, poyrep — 192.168.1.1
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WindowsXP 182,168.1.10

TowaNEHAN CaTE
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Virtual Box 192.168.1.20

Puc. 1. [Ipumep cetu ¢ MapmpyTu3aTopom.

MOoHO M HE HacCTpamBaTh y BCEX KOMIBIOTEPOB MapaMeTPbl BPYUHYIO, ITOUYTH BCE POYTEPHI HMEIOT
DHCP cepsep.

be3 ucnonp3oBanus poyrepa KOMIBIOTEPHI iBa WM HECKOJBKO KOMITBIOTEPOB MOKHO OOBEAMHUTH
B JIOKAJBHYIO CETh, OJMH U3 KOTOPBIX MOXET UMETh AOCTYN B MIHTEpHET HANPSIMYIO, a OCTAIbHbBIC —
gepes3 MepBbIii KOMITBIOTEP. DTH BapUaHThl U PACCMAaTPHUBACTCS B ATOH padore.

HA3HAUYEHUE DNS CEPBEPA.

DNS-cepBep npeanazHadeH st TOTO 94TOOBI 10 MIMEHHU JOMeHa omnpenenutsh |P-agpec cepsepa Ha
KOTOPOM HAaXOIHTCS CAaWT, CBSI3aHHBIA ¢ 3TUM JoMeHOM. CoOCTBeHHO MH(OpMAIHs O NPHUBS3KE
umenu K P ykaspiBaercs B Hactpoiikax DNS-cepsepa. Ecnu ocHoBHoit DNS—<cepsep (master dns)
[0 KaKUM-TO TIPUYMHAM OKaXeTCsl HepaboTocnocobeH, To obparenue s onpeaencans |P-agpeca
10 UMEHU OyneT Mpou3BOIUTHCS K nononautensHoMy DNS-cepsepy (Slave dns)uro nossimaert
HAJIGKHOCTh NpH onpenencHun |P-aapeca caiita. Teopernyecku yem Oouible (HO HE MEHEE JIBYX)
DNS-cepBepoB xpanut nanasie 00 |P-anpece caiita, Tem myamre. OmgHako eciau He paboTaeT cepsep
Ha KOTOPOM HaxXoauTcs caiiT, oomimue DNSHe moMokeT yBHIIETh CaliT.

[Mpennonoxum y caiiTa ecTb ToMeHHOE MMs1, HarpuMmep: forum.searchengines.rilyst Toro 4ToObI
CO3[aTh CETEBOC COCIAMHEHUE C TEM CepBEpOM Ha KoTtopoMm Haxoautcs forum.searchengines.ru,
HeoOxomumo 3HaTh |IP-ampec storo cepmepa. Ilpm oOpamennn wu3 Opay3epa K cailTy
forum.searchengines.r®C Bamiero kommbioTepa ompexaenser IP-aapec cepBepa Ha KOTOpOM
pacnonoxken forum.searchengines.rappamasce k DNS-cepBepy Bamero MHrepHeT-npoBaiiiepa,
KOTOPBI B CBOIO ouepenp oOpamraercs k "aBroputerHomy' DNS-cepBepy, oTBeuaromemy 3a 30HY
forum.searchengines.ru xp@ansiemy gandeie 00 |IP-agpece, cBsi3aHHOM ¢  UMEHEM
forum.searchengines.ru)llocne omnpenenenust |P-amgpeca, Opaysep yCTaHaBIMBAeT CETEBOEC
COCIMHEHUE C CepBepoM Ha KoTopoM skuBer forum.searchengines.rbpaysep nocsutaer HTTP-
3anpoc Web-<cepsepy.



YIAAJIEHHOE YIIPABJIEHME KOMIIBIOTEPOM.

C Bamiero paspeleHus, K BaluleMy KOMIIbIOTEPY MOXHO MOJAKIIOYUTHCS C APYrOT0 KOMITbIOTEpa A
JTUCTAaHIMOHHOTO YIPABIICHUS C UCIIOJIB30BAHUEM KIIABUATYPHI M MBIIIHN YAAICHHOIO KOMITBIOTEDA.
[Tocne noakmOUeHNs Ha yTal€HHOM KOMITBIOTEPE MOKHO BHJIETh DKpaH BaIlET0 KOMIIBIOTEPA.

JU1 ynaneHHoro ynpaBlieHUs! KOMIIBIOTEPOM HEOOXOAUMO YTOOBI

oba kommbioTepa wucmosb3oBand guoo Windows Messenger;mmoo MAPI-coBmecTumyro
MOYTOBYIO mporpammy, Hanpumep, Microsoft Outlookinn Outlook Express.

00a KOMITBIOTEpa OBLTH MOKIT0YEHBI K IHTepHET Ha Bce BpeMsl AUCTAHIIMOHHOTO YIIPABICHUSI.
yIAJICHHBI KOMIBIOTEP BPEMEHHO OTKPBLI MOPTHI BKIKYCHHOrO Opanamayspa. [Ipu pabote B
JIOKAIBHOW WM KOPIOPATUBHOM CceTH, OpaHIMaydp MOXKET OrpaHUYHMBaTh HCIIOJIb30BaHUE
YIAICHHOTO YyrpaBiieHus. [yt CHSATHS OTPaHUYCHUS HEOOXOIMMO OOpATUTCS K CETEBOMY
aIMUHUCTPATOPY.

CroMCTEA CHCTE MBI @@l

BoocTaHOBNEHWE CUCTEMB
| Ofwue MrA korMnewTEpa D6opyaoeande | JononHurensHo |
ABTOMETHYECKOE DOHOENEHHE Haanerreie ceancel

T8 MCnonb30BATECA MS APYraro MecTa.
YaaneHHEIR NOMOLHME

PaspeiuiTe oTNRSERY NPMrASWEHHA Y0.3NEHHOMY I'IDMDLI.[HHKH/-\
( Yro Takoe Y aasHHER NoMOLHWE "7 ] . I
NononrUTENRHO. . ndpmephl ¥aane HHoMo NoMoHHHA ﬁ

P osHO Or pPAHWYKMTE EPERE HCNONEZ0EAHHA YO ANEHHOMD AOMOWHME S Ha 3TaM
KOMOBKITERS,

-"'-'_"'-'} Britiepure, kakum 00pazEom 3TOT KOMIEKTER GyleT

JIHET SHUHOHHDE YNPAEAEHHE PAG04Ht CTONOM

[] Paspewmrs yaaneHHeIR 40CTYn K 3TOMY KOMMERTERY
Y aneHHoE YnpaeneHHe
ManHoe ura KOMOBOTEDS.

dHe3Beboc107c

aSpELIJHTb YOoANeHHOE YNPAENEHWE ATHR KORMOEKOTEP0R

Yro Takoe "HoaneHHer patousi cron'?

BrIGpaTE YnaneHHER NONLZ0BATENEH. . ] MpurnaweHs

n ENEHEIA CROK, ROTOPBIN NPMrASWEHME MOKET OCTIESTECA OTEDETBIR,
1A YaaneHHor o NOAKAKYEHHA K 3TOMY KOMMBIITERY YYETHAA 3aMHCE HEd ROk REIEIR p

MONBS0EATENA 40M+HHS UMETE Naponk. a0 w aH W |

Epanamaus p Windows SY0eT HACTPOEH 408 DCUYLECTENeHHA
AWCT EHUMOHHOM O YNPSEASHWA PEGSOYHR CTOAOM STOMD KOMMEKTERA,

Ok l [ OTraeHa

[ (]S ][ OTreHa ]

Puc. 2. Comepxumoe CTpaHUIIBI HACTPONKH YIAJICHHOTO YIIPABIICHHS.

PEKOMEH]ITYEMBIE ITAPAMETPHI JIOKAJIbHOM CETH.

st cTraHIapTHOM TOMAIIHEW CETH MOKHO PEKOMEHI0OBATH CIICAYIOLIHUE NapaMeTphI.

Anpeca KOMIBIOTEPOB YyKasbiBaiiTe B muanazone 192.168.0.2-192.168.0.50;.e. mepsbrit
KoMmbroTep nosrydaeT aapec 192.168.0.2propoii - 192.168.0.31 1.1. Anpec 192.168.0.1kak
MpaBWIO, TMPUCBAWBACTCSI OCHOBHOMY IITIO3Y CeTH. MacKy TIOACEeTH YKaKUTe Kak
255.255.255.0Bo MHOTHX CiTydasx Takas KOH(PHUTYpaus MOIXOAUT ISl OpraHu3auy padoThl
JIOKAJIbHOM CETH.

[Mpumeuanue: Beoauts IP-agpeca nmepsuunoro n Bropuanoro DNS-cepBepos, kak mpaBuio, He
00513aTENBHO.



3. Ecnu xoMIbroTep UCTIOB3YeTCS B HECKOJIBKHUX CETSX, MEIKHUTE Ha BKIAIKE A1bmepHamueHas
KoH@ueypayus. B Hell MOKHO, BBIOpaB MEPEKIIOYATETh BBECTH MapaMeTPhl albTepPHATUBHOMN
koHpurypauun |P, Bkmiouas |P-agpec, MacKy mNoICeTH W OCHOBHOW WITIO3, a TaKkKe
npeanoynTaeMele u anprepHatuBHbie DNS-cepBepsr.

HOPAAOK BBIITOJHEHUSA PABOTbI

3amanue 1. CoequHeHre KOMIBIOTEPOB N0 OecripoBoaHoi#t cBsi3u Wi-Fi cpeactBamu Windows.

B

Puc. 3. BecnpoBomHOe ceTeBoe COEAMHEHHE KOMITBIOTEPOB Yepe3 BCTPOCHHBI W BHEIIHUHN
(mammpumep, D-Link) Wi-Fi anantepsi..

1. AxruBupyiire D-link aganrep.
B cnimcke yerpoiicTB noimkeH nosiBUThes apaiisep D-link apanTepa:

£, Device Manager
File  Action Yiew Help
& =2

—-E& Metwork adapters
{ES O-Link D'Wa-131 Wireless M Nano USE Adapter )
B8 Realtek PCIe GBE Family Contraller

2. Orkpoiite nanky Network Connection ({ereBble MOAKIIOYCHUS) Yepe3 CUCTEMHBIN Tpeit
(3Hauku Ha KpaHe crpaBa BHH3Y) Wi depe3 MeHto Start(Ilyck) > Connect TqIloxkirouenusi)
> Shaw all connectiorflloka3ate noakmouenus ) wmu start > My Network Places ¥IKM
([IpaBoii kHonko Meim) > Properties

@ Cantrol Pane!

@ Sek Program Access and
Defaults

[ Wireless Network Connection]
|

Eé (Fityfiars e RS & show all connections |

N “= Network Connections

Fle Edit VWiew Favorites Tools  Advanced  Help

€ | </ L‘f pSEar(h ltj‘ Folders v

Address t; Metwork Connections

LAN or High-Speed Internet

Network Tasks

hange Windows Firewall setting:

- . ™ Local Area Connection ) \Wireless Network Connection
E Creats a new connection Connected, Firewalled Mok connected, Firewalled
Open Metwork Connections Q Set up a home or smal [l Realtek PCle GEE Family Cont... g 15 D-Link D'WA-131 Wireless M.

office network

Repair @ Chanoe Windows Firewal
Yiew Available Wireless Networks settings

3. C ucnone3oBanuem [TKM otkpoiire Propertie{Croiicrea) Wireless Network Connection
(6ecrpoBOAHOTO CETEBOTO COCTHHEHUS).



% Network Connections

File Edit \iew Favorites Tools  Advanced  Help

J J l.ﬁ pSearch u_ Folders v

Address @_, Metwork Connections

#| LAN or High-Speed Internet

Network Tasks

Conneckion
Disable
¥iew Available Wireless Networks

rﬂ—f—' Local Area Connection

Ewaled
EE Family Cont...

Create a new

conneckion

#3 Setup a home or small

= office network

& Change Windaows
Firewall settings

() Wigw available wireless
nekworks

@ Cisable this network
device

% Repair this connection

Iim Rename this connection
M - e e

Repair
Bridge Connections

Create Sharteut

Rename

Properties

4. B ortkpsiBiieMcs okHe BeiOepute Bkianky Wireless NetworksHecnipoBoassie cet).

fvvailable networks:
T o connect to, dizconnect from, or find out mare information
shout wireless networks in range. click the button below.
Wiew Wireless Metworks
Preferned networks:
Aultomatically connect to available networks in the order listed
below:
Mawe up
Mowe dowwn
| add. | Fenove B bz
Learn about setting up wireless network
configuration.

[ 0K H Caniel ]

5. Haxwmure Ha knaBuiry add (100aButhb).

6. B mnosBuBmiemcs okue, B mosie SSID (CereBoe umsi) BBemuTe Ha3BaHWe Oyaymield CeTH,
Hanpumep, bob_1234 . Ycranosure Network AuthenticationIlposepka mommmaaOoCcTH): Open
(otkpsiTas); Data encryptior(ILindposanne nanueix): WEP. Beeaute naposs B mose Network
key (kmou cetn) u npoayonupyiire ero 8 Confirm network keyIlapospb q1o/KeH cOCTOSTh U3 5
win 13 cuMBOJIOB. YCTaHOBHTE Tal04Ky Bo3ie MyHKTa This iS computer-to-computer network
(D10 mpsmMoe ToaKITIOYeHHE KOMITbIoTep-KoMibiotep). Ha Briaaake ConnectionIToaxitroucHmue)
noctaBbTe MeTKy B mosie Connect when this network is in ran@i@oakmtouarscsi, eciau ceTh
HAXOJIMTCS B PaJNyCe ICHCTBUS).



Wireless network properties:

% | Wireless network properties | Wireless network properties
Association | Authentication | Connection | Association | Authentication | Connection|

Agsociatior | Authertication | Connection |

Netwaork name (5510

‘wireless network key

Automatic connection

“whenever this network is detected, Windows can connect
This network requires a key far the follawing: E &0z b

ta it automatically
Cannect when this network is in range:
Netwark Authentication: . .
Diats encruption, WEP .

K incles [advanced]

{1 e key i proviced for me automaticaly

|EEE 802.1% authentication can nat aperate on pesr to
I\ s fad hoo) nistworks o or netwnrks for which data
bi is & computer-to-computer [ad hoe) network: wirless

enciyplion s disabled
= access pornts are not used

- Wireless Network Connection Properties

Cancel

General | Wirsless Networks ir‘-\dvanced

Use Windows to configure my wireless network seltings
Avxailable networks:

To connect to, disconnect from, or find cut more information
about wireless netwarks in range, click the buttan below.

Wiew Wwhireless Nebwarks
FPreferred network:s:

Automaticaly connect to available networks in the order listed
below:

B Local Met [Automatic]

Add H Femove ][ Properties ]

Lean about setting up wireless netvwark

n s
configuration,

7. Tlepeiinute Ha Bkianky General Q6mue). Boinenute HuwkHuii nporokon Internet Protocol
(TCP/IP) wu naxmute Ha kHomKy Properties CBoiictBa). B oTkpbiBIIEMCsS OKHE BBIOEpUTE
nynkr Use the following IP addresEl¢nons3oBarts cienyrommii IP-anpec). B mone IP-address
BBeaute 192.168.0.3 none Subnet maskvacka moaceru) gomkHO ObiTh 255.255.255.0.

wircless Hetworks | Advanced

Eu!ecl using

i g\Derk DWa-131 Wieless N Mana Ul |

Internet Protocol (TCPJIP) Properties |
This co\mction uses the fallowing items:

General |

You can get IP settings assigned automatically if your network supports

this capabilty. Otherwise, you need to ask your network administrator for
the appropriate I settings

(7 Obtain an IP address automatically

(3) Use the following IP addiess:
Description

: 1P addies
Transmission Control Protocol/Intemet Protocol: The default
wide area nebwork protocal that provides communication S b ek sk
actoss diverse interconnected networks

Default gatevway:
Show icon in notification area when connected

Motify me when this connection has limited or no connectivity

Prefemed DNS server:

Alternate DNS server.

0K Cancel
IIpnmeuanue. B utore co3maHa ceTh ¢ Ha3BaHWEM, KOTOPOE 334l IPH HACTPOWKE M K HEH
MTOJICOEINHEH OJVH KOMIIBIOTED.

8. IloBTopuTe maru co 2-ro Mo 7-0il U1 BTOPOTO KOMITBIOTEpA TOJBKO B CBoMcTBax IIpoTokona
Wurepuera (TCP/IP)B none IP BBeaute aapec 192.168.0.2




9. BeiBenuTe Ha 3KpaH MapaMeTpsl OECIIPOBOTHOTO TIOAKITIOYCHUS.

*s Network Connections

File Edit Wiew Favortes Tools Advanced Help

¢) D F D searh Folders [T~

Address e{ Metwork Connections

LAN or High-Speed Internet
Network Tasks @ [

) Wireless Network Connection Status

™ Local Area Connection ™ wireless Network Connection

8] Create & new connection =) Connected, Firewalled

--I"J_ Connecked, Firewalled General | Support
€3 Set up a home or small /A Realtek PCI= GBE Family Cont... | T (g D-Link DWWA-131 Wireless M.,
~ office netwark Canrection

@ Change Windows Firewal Satus: Cannected
RS Network bob_1234
Diuratior 00:38:59

Speed: 54.0 Mbps
Signal Strength: aﬂﬂﬂn

Activity

Sent ,:;J_| Received
P
Packsts: 13,040 ]
| Properties |[ Disable ” Wiew Wireless Netwarks ]

Puc. 4. [TapameTps! 6ectipoBo1HOM cBsi3u. Ha Bkiianke SupportvosxHo Haiitun nabOpMarmo 06
ucnosbdyemoM |P anpece: ero tune, Homepe, Macke.

WINDOWS\system 32\cmd. exe

Microsoft Windows BP [Uersion 5.1.26H0]
(C) Copyright 1785-2001 Microsoft Corp.

C:w>ping 192.168.8.1

Pinging 192.168.8.1 with 32 bytes of data:

Reply from 192.168.8.1: hytes=32 time=1ims TTL=128
Reply from 192.168.0.1: bytes=32 time<ims TTL=128

Reply from 192.168.0.1: bytes=32 timed<ims TTL=128
Reply from 192.168.0.1: bytes=32 time<ims TTL=128

Ping statistics for 192.168.8.1:

Packets: Sent = 4. Received = 4, Lost = B (Bx loss>.
Approximate round trip times in milli-—seconds:

Minimum = Bms,. Maximum = 1ms,. Average = Bms

C:~Documents and Settings“Administratori_

Puc. 5. [Iposepka pabotsl cBsi3u. 0% l0SS(moTeps) npu nepeaye MakeToB, yKa3biBaeT Ha
TO, YTO COSTMHEHHE KOMITbIOTEPOB pabOTaET YCHEIIHO.

10.OtkmrounTe W 3areMm MNOJKIIFOYHUTE KOMIIBIOTEP K CCTH. CocrosHue HOAKIOYCHHA MOXXHO

™ Wireless Metwark Connection

v | Connected, Firewalled

yBuzeTh B okHe Network Connection L 1@ bhrkbuwarist el (npoHON MIETYOK MBIIIU I10

';}—]" Wireless Metwork Con
Vgl b s
i

_ y -
=%); B cCHCTeMHOM Tpee (00JacTH yBEIOMJICHU, MTaHEIH 3a/1ay): P ; WIH B
CIMCKE BUMMBIX OCCIPOBOIHBIX CETEH, HAXOISAIINECS B PAANYCE ACUCTBHS HALIETO aanTepa:

Fion

ATOMY 3HA4YKy aKTHBHpYeT Wid oTkirouaer cereBoil Wi-Fi amanrep i ATTH



Network Tasks

ol

T Refresh network fist

! ;
<2 et up a wireless network
for & horne or small office

11. TIKM

! Wireless Network Connection

Choose a wireless network

Click an itern in the list below to connect to & wireless netwark in range or to get more

informatian.
{"l:onnected i‘g
alll

bob_1234

(cjri)
(tjrﬂ)

‘i security-enabled corputer-ko-computer network
myLOCAL

anlll

' Security-enabled wireless network (WPA)
Bobr2

' Security-enabled wireless network (WPA)

anlll

| Change Windows firewall Settings.

" Windows Firewall

General | Exgaplions | Advanced|

Windows Firewall helps protect your computer by preventing unauthorized users
fram gaining access to your computer tiough the Intemet ar a network.

Qo )

This setting blacks al outside sources fiom connecting to this
compuer, with the exceplion of those selected on the Exceptions tab

[IDon't allow exceptions
Select this whe yau connect ta public netwarks in less secure
Incations, such at aimorts. You will ot be natified when Windows

Fireveall blocks programs. Selections on the Exceptions tab will be
ignared.

@ () OIf (not recommended)

Avaid using this setting, Tuming off Windows Firewall may make this
computer more vulnerable to viruses and intruders.

Whal else should | know about Windows Firewsl?

General | Exceptions | Advanced|

Windows Firewsll is blocking incoming network connections, except for the
programs and services selected belon. Adding sxceptions slaws some programs
to otk better but might increase your security risk,

| General| Exceptions | Advanced |

Netwerk Connection Setings

Windaws Firewvall s enabled for the connections selected belo. To add
excaptions for an individual connection, select it and then click Settings

Programs and Services:

ocal Area Connection
‘wireless Network Connection

| Sefings j

Narme

icrosalt Management Console
[ mod_RSsim pratocol test smulator
[CINI Appication Web Server

CINI System WebServer

Securty Logging

*You can create 2 log file for troubleshooting purposes.

Settings.

imdnsResporder
Opera Intemnet Browser
O Remote Assistance

O Remote Desktop
Skype

1P Erameanieth

ICMP

With Internet Cantiol Message Pratocal (ICMP), the
computers an a netwark oan share enor and status
information.

[ addProgram... | [ ddd Port

][

Display a notification when Windows Firewall blocks a program

Edi. ]

Default Settings

To restore all Windows Firewall settings to a default state.
click Restore Defaults.

Bestare Defaults

‘what are the risks of allowing exceptions?

12.YT100656I NOMYIHUTH AOCTYI K pecypcam JApYyroro KOMIBIOTEpPA CETH CIENANTe Ha HEM JOCTYITHYIO
nanky: PropertieCaoiicTBa manku) > Briaaka Sharing(Jocryn) > paznen Network Sharing
and Security> Share this folder on the netwo{@rkpbsITh JOCTYIT K 3TOM TAIKE U3 CETH)

Share_DT on

aeneral |

ud

Twpe! Folder

Target: W\OL-01CE2005018YShare_DT

Created: Today, Movemnber 18, 2013, 5:09:44 AM
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Crnenyer paboTaTh ¢ TamKoil CBOEro KOMIIBIOTEpA, HampuMmep ckomupoBaTh (aitn B Share
(O6myr0) manky. Ha aApyroM KOMIIBIOTEpPE €ro CpeJCTBAMH MOYXHO OTKPBIThH (a1 3TOH marnkw,
CKOTIMPOBATH YNATCHHBIN (hailsl B Manky KOMIBIOTEPA, 3allyCTHTh yIAJICHHBIN BHICO-(haii.

3anganme 2. [logxmroueHne coeqMHEHUS KOMIBIOTEPOB K HTEpHET.
WNHTepHeT

_A "%) ) (((

coejUHeHne

Puc. 6. Cxema HacTpanBacMbIX COCTUHCHUH.

1. OrcoenunuTe CETEBO Kabeah OT KOMIBIOTEpA C AOCTYIIOM K MHTEepHeT.

[Mpumeuanue. Bo Bpemst HACTPOIKH ceTr OECIIpOBOTHOMY aanTepy HACTOJBHOTO KOMITBIOTEpa
Ha3zHadaetcs aapec 192.168.0.1koTopslit 0OBIYHO 3a/1eiiCTBOBAaH BO BHYTPEHHEH
CEeTH, YTO MOKET BBI3BaTh KOH(IIMKT aIpeCOB M COPBATh HACTPOIKY IIIJIFO3a.

2. Ha xoMmmbproTepe C OTKIIOYCHHBIM CETEBBIM Ka0elieM YCTaHOBHUTE HOBOE OECIpPOBOIHOC
COEMHEHHUE CO CIACAYIONIUMH MapamMeTpamu (CoeanHEHHEe MOIPOOHO OMKMCAHO B MPEAbIIYIICM

3aJ[aHuN).
Internet Protocol (TCP/IP) Properties |E‘E| - Wireless Network Connection Properties EIEI Wireless network properties. |‘ﬂ|zj
General | Altsmate Configuration General | Wireless Metwarks | Advanced Asssociation | Authentication | Connection|

You can get IF seitings assigned automatically f your netwark supparts
this capability. Dthervise, you need to ask your netwark administrator for

the appropriate [P seltings Available petworks \wiiteless netwark key

To connect to, disconnect from, o find out more information
about wirgless networks in range. click the button below.

View Wireless Netwarks Network Authentication: | Open v

Data encryption:

Welwolkpeme (361D}, [bob 123 |

This network requires a key for the following:

Prefened networks:
Automatically connect to available networks in the order listed
below

& bob_123 [Automatic) Confirn ristwork

(3) Obtain DNS server addiess automaticaly

(O Use the follawing DNS server addresses:

] oo ][ Benore ] [ Fperes ]
Leain about ssling up wisless nsluotk (2] This s & sompulsrtn-sompter [ hoc] natwerk: wirless
configuration. access points ars not used




1) Wireless Network Connection

Choose a wireless network

MNetwork Tasks

g Refresh network list Click an item in the list below ta connect ta a wireless network in range or ko get maore

information.

= [

<2 Set up a wireless network % bob_123 Mot connected i:i' —
for a home or small office Hie=/ i
# Unsecured computer-to-computer network. I“BH

Puc. 7. ITapamerpsr Wi-Fi coenunenus.

3. Bamycrute macrep Wireless Network Setup Wizardepes My Network Places(Ceresoe
okpyxenue) > Set up a home or small office netwof¥cTaHoBUTh TOMAIIHIO HIH MaTyO
CeTh).

;- My Network Places
File Edit “ew Favorites Tools  Help

i
inim

J Bl J |‘ﬁ. j-”\ Search |- Folders

Address “j My Mebwaork Places

.

Metwork Tasks

i Add a network place

& Yisw network conneckions

Q Set up a home or small
~ office network
2 Sebup a wirsless network

for & home or small office
“.@3 igw workgroup compukers

. Hide lcons For networked
UPRP devices

4. B okHe MacTepa ycraHosure 1] lanore disconnected netwark hardware (J1rgopiposats oTiIFOUEHHOE
ceTeBoe 000pyI0BAHHUE).

[Ipumeuanue. T0 MO3BOJISIET 33ICHCTBOBATh OTKIIFOUEHHBIH OT CETU MPOBOTHON KOHTPOJLIEP.

5. Bmibepute: This computer connects directly to the Internet Bther computers on my network
connect to the Internet through this compu(®tor xommbrOTEp EMEET MPSIMOE MOKITIOYCHHE
Kk UuTepHer. J[pyrue KOMIbIOTEPBI B CETH TOIKIIOYAIOTCS K IHTEPHET Yepe3 STOT KOMIIBIOTEP).

Network Setup Wizard

Select a connection method.

Select the statement that best describes this computer.

(®iThis computer connects diectly to the Internet. The other computers on my netwark connect
it the Internet through this computer
Wigw an example.

() This computer connects to the Intemet through a residential gateway or thiough another
computer an my network,
Wiew an example.

() Dther

Learn more about home or smal office network configurations

[ < Back ” Mext > l[ Cancel ]

6. YkaxuTe COSTUHCHHE KOTOPOE JOJDKHO MCIIOJIB3YETCs JIIs TIOAKIF0UeHUs K IHTepHeT.



Network Setup Wizard

The wizard found disconnected network hardware. %

The network, connections lizted belovw are dizconnected. Plug in your netwark cables or
athenvize connect yaur netwark, hardware, and then click Mest.

Conhections
{[(_’]] ‘Wirelezs Metwork Connection  D-Link D'w-137 Wireless M Mano USE .-‘-'«dapter]
ks Local Area Connection Realtek PCle GBE Family Contraller

[¥]ilgnare dizconnected network hardwars

l < Back ” Mexst > ]l Cancel l

7. BBemute MMs COSIUHEHHS KOTOPOE MCHOJB3YETCs ISl TTOAKIFOUYCHUS IPYroro KOMITBIOTepa
cet (HOyTOYK) K MHTEpHET.

Metwork Setup Wizard
Name your network. %

Mame pour network by zpecifying a workgroup name below. All computers an your network
ghould have the zame workgroup name.

‘whortkgroup name: BOB_123 |
Examples: HOME or OFFICE

[ < Back “ Mewut » l[ Cancel ]

8. Brmouute Turn on file and printer sharingBxitounts o00mmit goctyn k Qaiiinam u

HPUHTEPaM).
Network Setup Wizard
File and printer sharing %

i Turning on file and printer sharing makes the Shared Documents folder available to
\\‘) everyane oh your netwark. [t also gives everyone access ta a shared printer if ane is

available.
wihat do pou want ko do?

(®)iTurn an file and printer sharing
dfindaws Fireweall will be configured to allow file and printer sharing on your netwark.:

() Turn off file and printer sharing
‘windows Firewall will block file and printer sharing on pour netwark. 1F pou cumently have

shared files or printers, they will no longer be shared

< Back ” Hext » l[ Cancel




Network Setup Wizard

Ready to apply network zettings.. %

The wizard will apply the follawing settings. Thiz process may take a few minutes to complete
and cannot be intermpted.

Settings:

|ntermet connection setiings: ~
Intemet connection: Local Area Conhection

Intemet connection sharing: enabled

Windows Firewall enabled

Mebwork settings:

Computer description; Laptop

|4

To apply theze settings, click Mext.

[ < Back " Mext » l’ Cancel ]

9. HoxauTech OKOHYAHUs KOH(UTypHPOBAaHUS U 3aBEpIINTE paboTy MacTepa.

Network Setup Wizard

You're almost done... %

2 You need to run the Network Setup ‘Wizard once on each of the computers on your
\!‘) network. Ton the wizard on computers that are not running *Windows P, you can uze
the Windows =P CD or a Metwork Setup Digk.

What do you want to da?
() Create a Metwork, Setup Digk
(") Use the Metwork Setup Disk | already have

() Uze my Windaws P CD

(&) dust finish the wizard; | don't need to un the wizard on other computers

10.TIepesarpysute kommbioTep. [loakmounte Ethernetkatens.

11.TIpoBepbTe NOAKIIOUEHUE KOMIIBIOTEPA K CETH U TApaMETPhl YCTAHOBJICHHBIE MaCTEPOM.

*s Network Connections

File Edit Wew Favorites Tools Advanced Help

< s l.-@ /- ! Search H:‘ Falders v

Address @ Metwork Connections

LAN or High-Speed Internet

Network Tasks

[5] Create a new connection

= [
% Setupah I /l)—r” /})—F
et up a home or smal \ \
office network t‘/ T'_ i
a Charge Windows Firewall L EB:' !
settings
Local Area Connection Wireless Metwork

Connection



-L Lacal Area Connection Properties @B\ Internet Protacol (TCP/IP) Properties @@ Internet Protacol (TCP/IP) Properties @@
General | Authentication | Advanced | General | General |
1

T “You can get [P seftings assigned autamatically f your network supports “You can get [P seftings assigned autamatically f your network supports
this capability. Otherwise, you need to ask your network administrator for this capability. Otherwise, you need to ask your network administrator for
Protect my computer and network by limiting Setings the appropriate IP ssttings. the appropriate P settings.

or preventing aceess to this computer fiam Lk

the Intemet

© otinan F adess auomatcaly 0 Obtain an IP address automatically
Internet Conneetion $haring oF

1P address B
5] o ot mstwork ussrs b eernect Huough this il
computer's Interet connection

1P addiess

152188, 0 1
Subnet mask 255 255 26 0 | Subnet mask

1 [25. 25 2. 0

Default gateway 0.2z 3 54 Default gateway i

[FiBiiow ather netwark users o control or disable the} a -
shared Intemet cannection

Learn mare shout Intemet Connection

Lol Inkemet Connection (% Use the follawing DNS server addresses: (% Use the follawing DNS server addresses:
2ling. ; : ;
Preferred DNS server [ 83 . 243, 84 . 1 | Preferred DNS server
Bltetmate DNS server 83,243 66 . 2

Altemate DNS server:
I you're not sure how to et these properties, use
the Metwork Setup wizard instead.

Puc. 8. [Tapamerpsl yCTaHOBIIEHHBIE MACTEPOM CETH.

12.Co3paiiTe HOBOE COCIMHEHHE HA APYroM KOMITbIoTepe — HOyTOyKe (cM. Puc. 7)

13. 3amycrtute Mactep cetu Ha HOyTOyKe (cM. BbimosiHeHue 1rara N3 Bbiiie)

14.Ha 3axnanke Select a connection methoBis{oepure meton moaxkimodeHus) ycranosute This

computer connects to Internet through a residegégdway or through another computer on my

network (3ToT koMmbIOTEp MOAKIOYEH K IHTepHET Yepe3 IUIH3 WK APYroid KOMIBIOTEp B
CeTH)

Metwork Setup Wizard

9

(")This computer connects directly to the Intermet. The other computers on my netwark connect
ito the Intermet trough this computer,

Wiew an example.

Select a connection method.

Select the statement that best describes this computer:

(%) Thiz computer connects ta the Internet through a residential gateway or thraugh anather
computer on my netwaork,

Wiew an example.

(") Other

Learn maore about home or small affice network, configurations.

’ < Back " Mext » l[ Cancel l

15.Tlocne HacTpoek MacTepa MoBepbTe BbIX0 B MIHTEpHET uepe3 Apyroil KOMIbIOTEP



3ananue 3. [IpoBojHOE COCTUHEHHE IBYX KOMITHIOTEPOR.

LAN pazbém

f% ' . \
Ethernet kabenb )

Puc. 9. [IpoBoauoe coenuuenue kommbroTepoB uepe3 LAN unTepdetics u Ethernetatens.

Puc. 10. CereBoii kadenb.

1. Tloacoeaunute Ethernetkadens k LAN pasbemaM CeTEBBIX KapT KOMITLIOTEPOB.

[Ipumeuanue. [Tocie noakIrOUeHNs KaOesst JOJKEH 3aropeThesl HHANKATOP CETEBON KapThl PAIOM
¢ LAN pa3bemom.

2. Hcnonp3ys mpumep OeCpOBOIHOTO COeTUHEHHs 3agaHust 1 HAcTpoiTe W MPOBEPHTE CBS3b
KOMIIBIOTEPOB KOMaHI0# “ping”.

3. ObecneubTe 0OLINI JOCTYII K ICKY MM KaTajory APYroro KOMITbIOTepa.
4. OTkpoiiTe IUCK YOAIEHHOTO KOMIIBIOTEPA.

5. CospmaiiTe BpEMEHHYIO MManKy Ha MEPBOM KOMIBIOTEPE W CKOMUPYHTE B Hee (ailibl BTOPOTO
KOMIIBIOTEpA.



3ananue 4. Hacrpoiika Beixona B IHTEpHET CTalMOHAPHBIX KOMITBIOTEPOB coequHeHHbIX Ethernet
KabeseM.

1] )
WNHTepHeT
nposaﬁ?eN' //
Poytep LAN pasbém

Ethernet kabenb

Puc. 11. Cxema noIxImr0ueHUs KOMIIBIOTEPOB.

Hactpoiite mnopxmtoueHHsli W MHTepHET poyTep Ha TNOIKIIOYEHHE JAOMOJHUTEIBHOTO
KOMITBIOTEPA K JIOKaJIbHOM ceTu uepe3 OecripoBoanoe coenunenue (Wi-Fi).

Ha xomnproTepe, Noaxmo4eHHOM K THTEpHET, pa3pennTe ApyruM IOJIb30BATENAM JOKAIBHON
CETHU HCIIONb30BaTh MOAKIIOYEHNE K ITHTEpHET TaHHOTO KOMITBIOTEPA.

- Local Area Connection Properties

..Genenal Authentication | Advanced |

Windows Firewall

Frotect my computer and netwark, by limiting Settings
of preventing access to this computer from =
the: Internet

Intemet Connection Sharing

Allow other petwork ugers to connect through this
computer's [nternet connection

[#]dilaw other network, users to control or disable the
ishared Intemet connection :

Learn more about [ntermet Connection Settings
Sharing.

If pou're not sure how to set these properties, uze
the Metwork Setup Wizard instead.

[ (]9 ] [ Cancel




JlokanbHasa cetb X

2 Korga obwMii 4ocTyn K NoAKNKOYEHID K MHTepHETY DYAET paspelweH, CETEBOA NNaTe

\lg) NoKansHoi ceTH ByAeT HasHaqeH IP-anpec 192, 168.0. 1. MpM 3TOM CBASL C
KOMMEKOTEPEMM CETH MOKET BbITe NOTEpAHE. ECnM ApYTHME KOMMBHOTEPE! MCNONB3YHOT
cTaTi4eckue [P-agpeca, cNeQYeT HACTPOMTE MX HE MONONEI0BaHHE AHHAMAYE KK
anpecos, PaspewnTe obwMi LOCTYN K NoAKMKYEHMD MHTEpHETS?

[ Oa L\\J [ Het ]

3. Hacrpoiite apyroit kommpiorep Ha BHIX0J B MHTEpHET 4Yepe3 MEpBbI KOMIBIOTEP ISl ATOTO
nepeBeaute noiydenue |P-aapeca npotokona TCP/IPB aBToMaTH4eCcKuii pesKuM.

Internet Protocol (TCP/IP) Properties D

General | Alternate Configuration

“Y'ou can get |P zettings assigned automatically if your network supports
this capability. Otherwize, you need to ask your network. administrator for
the appropriate |P settings.

(&) Obtain an IP address automatically
() Use the fallowing |P address:

[ ] 8 H Cancel ]

4. bpaysepom mpoBepbTe coeauHenue c Hurtepuer. Ecnu tpeOyercs HacTpoiika Opaysepa,
Hanpumep, Internet Explorer3aiigute B mento > Tools (Cepsuc) > Internet Option(CsoiictBa
00o3peBaTers).

5. 3aitnure Ha 3aknaaky ConnectionIlonkiarouenus) u Haxkmute KHONKY Setup(YcraHOBHTS).
6. B New Connection Wizar@Macrep HoBbix noaximoueHuii) Haxkmure Next ([Janee).

7. Boibepute Tun cereBoro noakimtoueHus Connect to the Interngiloakirounts k MHTEpHET) 1
HaxmuTe Next

8. Bribepute Set up my connection manua(lycranoButs moaki0ueHue BpyuHyto) u Next.

9. Ha Bompoc kakuM 00pa3zoM HOAKIOUNTHECs K MHTepHEeT moctaBbTe ranouky Connect using a
broadband connection that is always offlepes mocTossHHOE BBICOKOCKOPOCTHOE
noJKiI0YeHue), Haxmure Next

10. B nocnennem okae Macrepa — Haskmute kHotky Finish (CotoBo) u 3akpoiite Opaysep.

IIpnmeuanue: o Beixona B MHTEpHET CO BTOPOro KOMIIBIOTEPA — MEPBBIM KOMIBIOTEP NOJDKEH
ObITh BKIIOUEH 1 Ethernetkabenem coenHeH co BTOPIM KOMITBIOTEPOM.



KOHTPOJIBHBIE BOITPOCHI

1. Kaxkwue pecypcsl 3aeliCTBYIOTCS TIPH MPOCMOTpE (HaiyIoB yIalIeHHOTO KOMITbIOTEpa?

2. Ilpomeccop Kakoro KOMITBIOTEpA BBIMOMHSET IMPOTPAaMMBI BHAWMBIC Yepe3 COSIMHEHHE Ha
yIaJIeHHOM KOMIbIOTEpe?

3. MOXHO 1M 3amyCTHTh HHTETPHPOBAHHYIO CpEIy YAAJCHHOTO KOMIIBIOTEpa, Harpumep,
MartJIAB? [Touemy?

4. MO>KHO JIH BBIITOJHUTH YCTAHOBKY MPOTPaMMBI C yIAIIEHHOTO KoMIibloTepa. [Touemy?

5. TIlycts umeercs mepBblii KOMIBIOTEP MOJKIIOUEHHBIH K VHTEepHeT uepe3 a) Etherne®) Wi-Fi.
Kak moaxioounth OJMH U 0ojiee KOMIBIOTEPOB C BBIXOJOM B HHTEpHET dYepe3 HepBbIi
KOMIIBIOTEP?

6. Omnumure mMexaHu3Mm omnpexaeneHus |P-agpeca cepBepa (HampuMmep, Ha KOTOPOM HaXOAUTCS
CaiiT) 1Mo UMEHH JOMEHa.
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